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Abstract

Software securityhas becomea prominentarea of re-
search in recentyears,with researcheffortsspanninga wide
range of topics. Amongtheseare techniquessuch as those
in thispaperthatarein thegeneral areaof languages,com-
pilers and architecture aimedat increasingthe securityof
computingsystems.Thispaperdescribesa compilertech-
niquethat performsrisk-analysison sourcecodeandgen-
eratesan encryptedexecutablethat both providessecurity
but yetreducesoverheadby selectivelyencryptinglow-risk
portionswith lessoverhead.Regionsof the codethat are
more vulnerablereceivea higherdegreeof encryption.Ex-
perimentalresultsfor this technique, which wecall Region-
BasedSecurity, usinga collectionof benchmarksshowthat
executionoverheadis reducedconsiderably by using this
approach.

1 Intr oduction

Attackersexploit softwarevulnerabilitiescausedby pro-
grammingerrors, and systemor programminglanguage
�a ws. Sincethe worst of theseexploits occur during the
operationof thesystem,it is crucial to verify the integrity
of executingsoftware at the time of execution. Sophisti-
catedattackersareable to tamperwith hardware in order
to alterexecutionduringruntime.Many softwareandcom-
binedsoftware-hardwareapproacheshavebeenproposedto
detecttheseattacks[4, 1, 3, 5]. CODESSEALis onesuch
tool. It is an approachthat combinesstatic and dynamic

veri�cation methodswith compilertechniquesandaproces-
sorsupplementedwith asecurehardwarecomponentin the
form of anFPGA(Field ProgrammableGateArray). This
combinationof compiler-instrumentedexecutablesandac-
companying hardware-supporthasbeenshown to provide
a secureexecutionenvironmentfor fully encryptedexecu-
tion [11]. Thetool incorporatestechniquesto preventcode
tampering,codeunderstanding,andseveraltypesof replay,
dataandstructuralattacks.

Several codesecurityapproacheslike tamperresistant
packaging,copyright notices, guards, code obfuscation,
register encoding[4, 1, 3, 8, 12], focus on providing so-
lutions for a speci�c type of vulnerability and are sus-
ceptibleto codetamperingand codeinjection by sophis-
ticatedattackers. Theseapproachessuggestapplying the
techniquesto theentiresystem.As the entiresystemmay
not be vulnerableto attacks,it is possibleto extract ef�-
ciency by concentratinghigh-overheadencryptionon those
componentsmorevulnerablethanothers.We instrumenta
compilerwith Region-BasedSecurity(RBS), in which ba-
sic blocksareassessedfor their risk level andcorrespond-
ingly secureusingdifferentmechanisms.WeintegrateRBS
into the CODESSEALsuiteof tools to provide an exper-
imentalplatform in which to evaluatethis approach.With
thismechanism,CODESSEALbreaksthecodeinto regions
of differentvulnerabilitiesandappliesdifferenttechniques
suchasinstructionhashing,instructionanddataencryption,
or control �o w protectionTheresultspresentedin this pa-
per show considerabledecreasein overheadover applying
securitymechanismsequallyon theentiresystem.

Finally, we also point out that our approachbrings to-
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gethertwo diversestrandsof researchin thesoftwarepro-
tectionarea.The�rst strandconsistsof staticrisk-analyzing
tools suchasFlawFinder, MOPSor ITS4[2, 6, 4, 13, 14].
Thesecondconsistsof a varietyof compilerandcompiler-
hardwareapproaches,suchas[3, 1, 5, 11] that instrument
codewith checksumsor encryptscodefor fully-encrypted
execution.By usingtheresultsof a staticanalyzerandre-
�ning theresultsto apply to thebasicblocksof executable
codegeneratedby a compiler, a compiler-hardware soft-
wareprotectionmechanismcancarefully target the appli-
cationof securitymechanismto helpmanagethe tradeoffs
betweensecurityandperformance.

This paperis organizedto presenttheCODESSEALar-
chitecturein Section2, which is the framework on which
RBS is implemented. The presentationis self-contained.
The key ideasandimplementationdetailsarepresentedin
Section3. Section4 givesthe resultsandSection5 con-
cludesthepaperwith detailsof futurework.

2 CODESSEAL

CODESSEAL(COmpiler DEvelopmentSuite for SE-
cure AppLications) is an infrastructurefocusedon joint
compiler/hardware techniquesfor fully encryptedexecu-
tion, in which the program and data are always in en-
cryptedform in memory. Encryptedexecutionis preferred
for highly-secureapplicationsin which guaranteesagainst
both disruption and loss of intellectual property are de-
sired. However, as is well-known now, simply encrypted
execution(keepinginstructionsanddatain encryptedform)
alonedoesnot prevent all forms of attack. Several types
of replay, dataandstructuralattacks,suchascontrol-�ow
attacks,are known. Theseattackshave beentermedEn-
cryptedExecutableandData(EED) attacks[11]. EED at-
tacksexploit structurevulnerabilitiesin encryptedinstruc-
tion streamsanddatathat canbe uncoveredby direct ma-
nipulationof hardware(suchasaddressbusmanipulation)
in a well-equippedlaboratory. To helpdetectsuchattacks,
theCODESSEALapproachmakesuseof a combinationof
compiler-directedencryptionandsupportinghardwarethat
maintainsandchecksstructuralinformationaswell asdata
integrity.
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The CODESSEAL framework has two main compo-
nents: (1) staticveri�cation and (2) dynamicveri�cation.
Static integrity and control �o w information are embed-
ded into the executableduring compilation. The security
moduleis responsiblefor applyingthesecuritytechniques
suchasencryption,hashing.Thestaticveri�cation module
checkstheoverall integrity of theexecutableandsignature
[10]. Upon success,the executableis launchedandeach

block is dynamicallyveri�ed in the supportinghardware,
in this caserecon�gurablelogic (FPGA) that is itself pro-
grammedto provide this support.Thedynamicveri�cation
moduleis responsiblefor preventingrun-timeattacksonthe
program. The dynamicveri�cation modulehastwo func-
tions: (1) checkthat codeanddatablocks have not been
modi�ed at run-timeby anattackerand(2) assertlegalcon-
trol �o w in theprogram.Any changesmadeto thecontrol
�o w graphof theprogramis consideredequivalentto code
tampering,following which theprogramis halted.

TheCODESSEALhardwarearchitectureis shown in the
Figure1. Oneadvantageof usingan FPGA is that these-
curity mechanismsandcryptographicalgorithmscanbere-
programmedasthey change,or evencustomizedto eachap-
plication. The FPGA is placedbetweenthe main memory
andthecachethatis closestto themainmemory(eitherL1
or L2, dependingonthesystem)(Figure2). Theinstructions
anddataare loadedinto the FPGA in blocks. Decryption
andothersecurity-relatedcheckssuchascontrol �o w ver-
i�cation areperformedin the FPGA. Thus, the decrypted
codeanddataarevisible only insidethe chip, therebyde-
featinganattackerwhosniffs theaddress/datalinesbetween
processorandmemory.
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CODESSEALprovidesseveral securitymechanismsto
protectagainstEEDattacks.Thesemechanismsincludein-
structionanddataencryption,instructionhashing,control
�o w protectionusinghardwarestack,all of which protect
the systemfrom the sophisticatedattackers who have ac-
cessto thehardwareof thesystem.CODESSEALstartsby
fully encryptingeachexecutableat compile time with the
assumptionthatdecryptionwill beperformedby theFPGA
atruntime.CODESSEALalsoassumesthatkeysareloaded
into theFPGAsecurely, eitheroncein a securelocationor
at runtimeusinga secureloadof theFPGA'scon�guration.
Thecompileralsogeneratesahashfor eachcodeblock. As
pointedout in [11], the hashmaintainscodeintegrity and
encryptionprotectsagainstlossof intellectualproperty. In-
structionanddatablockhashes(usingSHA-1,for example)
are maintainedinside the FPGA or with the basicblocks
andveri�ed eachtime a new block is loaded. If the com-
putedhashdoesnot matchthestoredhash,theprocessoris
halted.However, neithertechniquepreventsstructural(con-
trol �o w) attacks.

Thecontrol-�ow veri�cation is providedusinghardware
stack. A replicaof hardwarestackis implementedin the
FPGAwhichstoresthereturnaddressof eachfunctioncall.
On eachfunction return, the return addressis compared
with the top of the stack. This assuresthat the function
is returningto the correctpositionin the control �o w. By
usingadditionalhardwareto verify theprogramat runtime,



Figure 1. CODESSEAL with Region-Based Security

Figure 2. Hardware design - FPGA in between Processor Core and Main Memor y



addingadditionalcodeto theexecutablecanbeavoidedand
thuspreventingcodeanalysisattacks.

Encryptionis alsoperformedon the datato protectthe
systemfrom attackssuchasbuffer over�ow anddatama-
nipulation. In this mechanism,thedatastoredin themem-
ory is alwaysencryptedandsigned.Thismakesit harderfor
theattackerto changethedatato altertheexecution.When-
everdatais writtenbackto thememory, theFPGAencrypts
andsendsbackthedatato thememory. Whena datablock
is readfrom thememory, theFPGAdecryptsandcompares
thehashof the block. If the block doesn't matchits hash,
theexecutionwill behalted.

Thus, CODESSEALprovides dataand instructionen-
cryption, instruction hashingand control �o w protection
securitymechanismswhich focus on protectingdifferent
kinds of vulnerabilities. However, thesetechniquescarry
a signi�cant overhead.Someof theoverheadcanbe miti-
gatedusinghardwaretechniquessuchaspipeliningandby
usingalargecachein theFPGA.Evenso,thereis still some
overheadincurredwhenblocksaredecryptedfor the �rst
time,or wheneverblocksarere-loaded.Thepurposeof this
paperis to explorea softwareapproachto lower this over-
head,usingcompiler-directedregion-basedsecurity.

3 RegionBasedSecurity

We proposeRegion-BasedSecurity, a compiler-driven
approachthat combinesrisk-analysisandselective protec-
tion tohelpreducetheoverheadin encryptedexecutionplat-
forms. Thekey ideais thateachblock of codemaybeas-
sessedfor its vulnerability, following which protectionis
appliedselectively. For example,variabledeclarationsand
mathematicaloperationsare reportedlynot as susceptible
ascontrolor datainstructions.Hence,it makessenseto ac-
cordthesemoresusceptibleinstructionsa higherdegreeof
protection. We contrastthis new approachwith the stan-
dardencrypted-executionapproachof protectingtheentire
executable.
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We add a risk analysismodule to the compiler. This
moduleis responsiblefor assessingtherisk inherentin each
block of code.Notethatour paperdoesnot focuson novel
risk analysistechniques;we assumethat any risk-analysis
modulecan be used. Several static risk analyzersare in
usetoday, someof whichhavebeencommerciallysuccess-
ful. After analyzingthevulnerabilities,themoduleassigns
different risks to different instructions. It maintainsa list
of known vulnerablefunctionsandbasedon the risks pre-
sentedby the functions,eachis associatedwith a different
risk level.

The proposedRBS mechanismusesfour different risk
levels: `Low', `High', `Undecided'and`Neutral'. In this
scheme,risk levels `High' and `Low' are assignedto in-
structionsbasedon how static-analzyersratethe functions
theseinstructionswerecompiledfrom. The `Neutral' risk
level is assignedto instructionssuchas declarationsand
mathematicaloperationswhichdonotposemuchof athreat
basedon known attacks.Therisk level `Undecided'is as-
signedto any instructionfor which risk level cannotbede-
terminedby therisk analysisalogrithm.

As mentioned,static analysisof sourcecode is per-
formedto �nd thevulnerabilities.TheRisk Analyzermod-
ule identi�es vulnerabilities,for example,in library func-
tionssuchasstrcpy(), memcpy(), or sprintf(). This module
is insertedafter the parsermoduleof the compiler(Figure
1). During theanalysisof theparsetree,if themodule�nds
atreenodewhichusesoneof theseknown vulnerablefunc-
tions, the module�nds the risk level associatedwith this
functionandassignsthetreenodewith therisk level. This
modi�ed parsetreewith the risk levels is passedon to the
semanticanalyzer. The semanticanalyzermodulegener-
atesanIntermediateRepresentation(IR) with theassociated
risks. This IR is sentto the codeoptimizermodulewhich
generatestheoptimizedIR with correspondingrisk levels.
Then,theassemblertakesin theoptimizedIR with therisks
andproducesa �le with the risks associatedwith eachas-
semblyinstruction.This �le is passedto theCODESSEAL
framework for assigningregionswith risks.Notethatall the
instructionsin a functionareassignedarisk level nohigher
thanthe risk level assignedto the function. We point out
thatseveralothertypesof vulnerablepatternsarepresented
in [9, 7,13, 14, 2,6]. Theseideascaneasilybeincorporated
in our approachasalternativetypesof risk analysis.
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The Region Risk Allocator module is responsiblefor
breaking the code into different regions and assigning
risks to theseregions basedon the instruction-level risk
values identi�ed earlier. This module is placed in the
CODESSEALframework (Figure1) at thebeginningof the
tool chain,sothattheregionscanbeassignedwith therisks.
Thentheframework candecidewhichsecuritytechniqueis
bestsuitedto protectagainstthe risk presentedby the re-
gion. A mappingbetweenrisk level andthesecuritymech-
anismis made,enablingtheframework to choosethetech-
niquesbasedontherisk levels.Thesecuritymoduleapplies
thesetechniquesandembedstherisk level in to theregion
sothat thestaticandthedynamicveri�cation modulescan
checkthevalidity of theregion basedon therisk level em-
beddedthere.

Theregionsin RBSarethebasicblocksgeneratedby the
backendof thecompiler. Theregion risk allocatorconser-



vatively assignseachbasicblockwith thehighestrisk level
of theinstructionsin thatblock. After eachbasicblock has
a risk level assigned,thesecuritymoduleappliesthesecu-
rity mechanismcorrespondingto therisk level. It alsoem-
bedsthe risk level in the basicblock so that the staticand
dynamicveri�cation modulescanextract therisk level and
validatethebasicblock.

4 Results
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We now describeour experimentalsetup. We usedthe
SimpleScalar3.0 architecturesimulatorcon�gured for the
ARM Processor(ARM1020Ecore,400 MHz). The gcc
V3.3 ARM crosscompilerwasusedfor staticcompilation
of the benchmarks.The FPGA chosenwasmodeledafter
theVirtex-II XC2V800(200MHz, 3 MB memory).32byte
cacheswereusedthatrunwrite-throughandLRU Replace-
ment policies. The main memoryparameterswere: 100
Mhz, with 24 processorcycles delay for �rst time access
and4 cyclesfor subsequentaccesses.Branchpredictionin
SimpleScalarwasturnedoff andthe FPGA wascalledon
every instructionor datacachemiss.

Encryptionwasperformedusingan implementationof
theAES algorithmthatoperateson 128-bitblockswith 40
processorcyclesdelayperblock. We usedanimplementa-
tion of SHA-1 hashingthat takes164 processorcyclesfor
the hashcalculationand two cycles for hashcomparison.
The hashesarestoredin eachblock or in the FPGA. The
FPGAperformshashveri�cation aseachblock loads.The
risk levels are storedin the basicblock and the mapping
table is storedin the FPGA. Following an L1 cachemiss,
whena block is broughtin, theblock's hashveri�cation is
performed. This involvesthreesteps: (1) the hashof the
block is calculated,(2) the correspondingblock's hashis
fetchedfrom eithertheFPGAmemoryor from basicblock
itself, and(3) thetwo hashesarecompared.

The experimentsuseda databaseof functionsandtheir
risk levels. The table 2 gives the risk level and the cor-
respondingsecurity mechanismused. All the three ap-
proachesassignInstruction Encryption and Hashing for
`Low' risk basicblocks;andInstructionEncyrption,Hash-
ing andControl Flow protectionusinghardwarestackfor
the basic blocks with risk level `High'. `Neutral' basic
blocks in the threeapproachesarenot assignedany secu-
rity mechanismbecausethey areconsideredharmless.The
risk level `Undecided'in the�rst approachis conservatively
assignedall the securitymechanism:InstructionandData
Encryption,InstructionandDataHashingandControlFlow
Protectionetc. In thesecondandthird approaches,the`Un-
decided'basicblocksareassignedthesamesecuritymech-
anismas`Low' and`High' risk level respectively.

The benchmarksuitesusedin the experimentare DIS
and Media. All the benchmarksare run through the
CODESSEALframework with Region BasedSecurityen-
abled. The table 1 gives the numberof regions (basic
blocks) executedfor eachdifferent risk level. The table
shows the penaltieswhenrunningdifferentschemes.The
�gure 3 presentstheeffectivenessof RBSin decreasingthe
numberof basicblocksthatneedsecurity. Thecomparisons
aremadeagainsta baselinewith no protection. A discus-
sionof theseresultsis presentedin thenext section.
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Theresultspresentedin thepaperevaluatetheef�ciency
of the Region BasedSchemeon two metrics: the num-
ber of basicblocksthat needprotectionandthe execution
penalty(overhead). A decreasein the numberof blocks
needingprotectionwill decreasetheexecutiontime,power
consumptionandmemoryusageof the embeddedsystem.
The �gure 3 givesthe decreasein numberof basicblocks
thatarevulnerable.TheRBSmechanismdecreasesvulner-
ableblocksby 11% to 24 %. The decreaseis due to the
recognitionof somebasicblocksas no-threatregions i.e.
theseregionsdonotposeany threatandhencecanbesafely
assumedto requirenoprotection.

The table1 shows the ef�ciency of the RBS schemein
identifyingthedifferentthreatregions.Basedonthevulner-
ability of functionsandtheir risk levels,every instructionin
theprogramis assigneda risk level. Whentheprogramis
dividedinto basicblocks,themaximumrisk of theinstruc-
tion in theregionbecomestheregion's risk level. In all the
benchmarks,a considerablenumberof basicblocks have
risk level `Neutral'. Theseposeno threat. Thereis alsoa
considerablenumberof basicblockswith risk level `High'.
Most of the functionsthebenchmarksuse,suchas�le op-
erationsand IO operations,are all assignedthe risk level
`High' andhencethe large number. The `Undecided're-
gionsalsosharea majorpartof thebasicblocks.Sincethe
systemcannotassessthe vulnerabilitiesof theseregions,
threedifferentapproacheshave beenchosen. As the risk
level is uncertain,oneapproachconservatively choosesall
the securitymechanismsin order to protectagainstall at-
tacks. Secondapproachchoosesthesamesecuritymecha-
nism asthe `Low' risk level in an assumptionthat 'Unde-
cided' risk level maynot beneedmoreprotectionthanthe
low risk level basicblocks.Thisassumptionmaybeunreal-
istic andhencea third approachis designedthatassignsthe
samesecuritymechanismasthe'High' risk level assuming
that`Undecided'blocksareasvulnerableasthe`High' risk
level basicblocks. The table2 presentsa samplemapping
betweenrisk levels andsecuritymechanisms.ApproachI
assignall theschemesto `Undecided'risk level, Approach
II employsthe`Low' securitymechanismandApproachIII



Figure 3. Decrease in Basic Bloc ks requiring security

Unique Basic Number of BasicBlockswith Risks
Benchmark BlocksExecuted Undecided Neutral Low High
Bitcount 1451 431 105 0 915
Crc 1190 485 65 2 638
Dijkstra 1381 467 68 2 844
FFT 1700 454 411 1 835
Patricia 2270 454 164 5 1647
SHA 1238 517 71 4 646
StringSearch 899 410 78 0 411
Susan 1464 448 277 15 723
Field 1481 480 104 0 897
Pointer 1464 497 129 0 838
TransitiveClosure 1359 487 109 0 763
Update 1389 483 106 0 800

Table 1. Number of Unique Basic Bloc ks executed for each risk level

Security Mechanism
Risk Level ApproachI ApproachII ApproachIII
Undecided All Schemes EncryptionandHashing EncryptionandHashing

ControlFlow Protection
Neutral - - -
Low EncryptionandHashing EncryptionandHashing EncryptionandHashing
High EncryptionandHashing, EncryptionandHashing, EncryptionandHashing,

ControlFlow Protection ControlFlow Protection ControlFlow Protection

Table 2. Mapping between risk levels and security mechanisms



Benchmark Entir e System ApproachI ApproachII ApproachIII
Bitcount 1.62 1.50 1.02 1.49
Crc 12.00 11.34 6.45 11.34
Dijkstra 17.59 6.52 0.71 0.88
FFT 24.73 8.84 2.35 3.46
Patricia 13.86 6.38 3.67 4.59
SHA 0.31 0.27 0.17 0.24
StringSearch 10.78 7.25 3.89 4.66
Susan 4.79 2.09 0.97 0.99
Field 1.08 0.61 0.27 0.41
Pointer 24.3 9.75 1.57 2.39
TransitiveClosure 432.12 154.94 0.12 0.14
Update 31.65 14.33 3.82 5.33

Table 3. Execution Penalties of three appr oaches over baseline .

employsthe`High' securitymechanismfor the`Undecided'
risk level. Thesè Undecided'instructionsaregeneratedby
the loadermoduleof the compiler, on which the system
doesnothavecontrol. In thefuture,theloaderwill bemod-
i�ed to assignrisk levelsto any instructionthatit generates.
This would decreasethenumberof regionswith risk level
`Undecided'andcouldfurtherdecreasetheoverhead.

The table3 presentsthe resultsof the threeapproaches
presentedin the table2. In the 'Entire System'approach,
theentiresystemis protectedby all schemesimplemented
in CODESSEAL.The penalitiesare calculatedover the
baselineexecutionwithout any securityprotection.Apply-
ing protectionto entire systemhasthe highestoverhead.
The resultsindicatethat applyingall the schemesfor the
`Undecided'risk level (ApproachI) hasa high overhead
over theothertwo approaches.ApproachI employs all the
securitymechanismfor the `Undecided'risk level andthis
increasesthe overhead. An unusualpenalty increasecan
be seenin the transtive closurebenchmark.The reasonis
dueto the applicationof dataencryptionanddatahashing
mechanismon thelargeamountof datausedby thisbench-
mark. This increaseis not seenin the other approaches
as they don't usedatasecuritymechanisms.Hence,the
overheadcanbecontrolledby changingthesecuritymech-
anisms. ApproachII has lower overheadthan Approach
III, asthesecuritymechanismappliedfor `Undecided'risk
level in ApproachII produceslower overheadbut alsopro-
videslower protection.A considerableamountof decrease
in overheadcanbeseenwhenRBSschemeis adoptedin the
threeapproaches.TheRBSschemesdecreasestheoverhead
considerablywhencomparedto applying all the schemes
and at the sametime providing the samelevel of secu-
rity. Differentapproachesproducedifferentoverheads;this
givesthedesingnera choice- if onewantsto decreasethe
overhead,onecanweakenthesecurityandvice versa.

The resultspresentedin thepapershow thatRBS is ef-
fective asanapproach,andbecauseit is complementaryto
theactualsecuritymechanisms,canbe implementedasan
independentcompilermodule. An RBS optimizationalso
leadsto lowerpowerconsumptionandmemoryusage,both
valuableresourcesin embeddedsystems.

5 Conclusionand Future Work

RegionBasedSecurity(RBS)is acompiler-level tool for
encryptedexecutionplaformsthat allows careful tradeoff
of securityandperformance.The approachusesthe out-
putof well-known risk-assessingstaticanalysismethodsto
selectively apply a suiteof securitytechniquesthat match
risk-level with the strengthof the securitytechnique.We
incorporatedRBS into the CODESSEALframework and
usedbenchmarksto evaluatetheeffectivenessof RBS.Ex-
perimentalresultsshow a considerabledecreasein over-
head. Future researchwork will focus on incorporating
a wider varietyof risk analysis,incorporatingassessments
from multiple staticanalysistools.
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