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Abstract

Softwae security has becomea prominentarea of re-
searchin recentyears, with reseach effortsspanningawide
range of topics. Amongtheseare techniquessud asthose
in thispaperthatarein thegeneml areaof languages,com-
pilers and architecture aimedat increasingthe securityof
computingsystems.This paperdescribesa compilertech-
niguethat performsrisk-analysison souice codeand gen-
eratesan encryptedexecutablethat both providessecurity
but yetreduceverheadby selectivelyencryptinglow-risk
portionswith lessoverhead. Regions of the codethat are
more vulnerblereceivea higherdegreeof encryption.Ex-
perimentalresultsfor this technique which we call Region-
BasedSecurity usinga collectionof bencmarksshowthat
executionoverheadis reducedconsideably by usingthis
approad.

1 Intr oduction

Attackersexploit softwarevulnerabilitiescausedy pro-
gramming errors, and systemor programminglanguage
aws. Sincethe worst of theseexploits occur during the
operationof the system,it is crucial to verify the integrity
of executingsoftware at the time of execution. Sophisti-
catedattaclersare able to tamperwith hardwarein order
to alterexecutionduringruntime. Many softwareandcom-
binedsoftware-hardvareapproachebave beenproposedo
detecttheseattacks[4, 1, 3, 5]. CODESSEALIs onesuch
tool. It is an approachthat combinesstatic and dynamic
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veri cation methodswvith compilertechniquesindaproces-
sorsupplementedith asecureéhardwarecomponentn the
form of an FPGA (Field Programmablé&ateArray). This

combinationof compilerinstrumentedxecutablesandac-
comparying hardware-supporhasbeenshown to provide

a secureexecutionervironmentfor fully encryptedexecu-
tion [11]. Thetool incorporategechniquego preventcode
tamperingcodeunderstandingandsereraltypesof replay

dataandstructuralattacks.

Several code security approachedik e tamperresistant
packaging,copyright notices, guards, code obfuscation,
register encoding[4, 1, 3, 8, 12], focus on providing so-
lutions for a speci ¢ type of vulnerability and are sus-
ceptibleto codetamperingand codeinjection by sophis-
ticatedattaclers. Theseapproachesuggestapplyingthe
techniquego the entire system. As the entire systemmay
not be vulnerableto attacks,it is possibleto extract ef -
cieng/ by concentratindnigh-overheadencryptionon those
componentsnorevulnerablethanothers.We instrumenta
compilerwith Region-BasedSecurity(RBS),in which ba-
sic blocksare assessetbr their risk level andcorrespond-
ingly secureusingdifferentmechanismsWe integrateRBS
into the CODESSEALsuite of tools to provide an exper
imentalplatformin which to evaluatethis approach.With
thismechanismCODESSEALbreakshecodeinto regions
of differentvulnerabilitiesandappliesdifferenttechniques
suchasinstructionhashingjnstructionanddataencryption,
or control o w protectionThe resultspresentedn this pa-
per shov considerablalecreasén overheadover applying
securitymechanismgquallyon theentiresystem.

Finally, we also point out that our approachbringsto-



getherntwo diversestrandsof researchin the software pro-
tectionarea.The rst strandconsistof staticrisk-analyzing
tools suchasFlawFinder MOPSor ITS4[2, 6, 4, 13, 14).
The secondconsistsof a variety of compilerandcompiler
hardwareapproachessuchas|[3, 1, 5, 11] thatinstrument
codewith checksum®r encryptscodefor fully-encrypted
execution. By usingthe resultsof a staticanalyzerandre-
ning theresultsto applyto the basicblocksof executable
code generatedby a compiler, a compilerhardware soft-
ware protectionmechanisntan carefully target the appli-
cationof securitymechanisnmo help managethe tradeofs
betweersecurityandperformance.

This paperis organizedo presenthe CODESSEALar
chitecturein Section2, which is the framavork on which

RBS is implemented. The presentatioris self-contained.

The key ideasandimplementatiordetailsare presentedn
Section3. Section4 givesthe resultsand Section5 con-
cludesthe papemwith detailsof futurework.

2 CODESSEAL

CODESSEAL (COmpiler DEvelopmentSuite for SE-
cure AppLications) is an infrastructurefocusedon joint
compiler/hardvare techniquesfor fully encryptedexecu-
tion, in which the programand data are always in en-
cryptedform in memory Encryptedexecutionis preferred
for highly-secureapplicationsn which guaranteesgainst
both disruption and loss of intellectual property are de-
sired. However, asis well-known now, simply encrypted
execution(keepinginstructionsanddatain encryptedorm)
alonedoesnot prevent all forms of attack. Several types
of replay dataand structuralattacks,suchascontrol- ow
attacks,are known. Theseattackshave beentermedEn-
cryptedExecutableand Data (EED) attacks[11]. EED at-
tacksexploit structurevulnerabilitiesin encryptednstruc-
tion streamsand datathat canbe uncoveredby directma-
nipulationof hardware (suchasaddressous manipulation)
in awell-equippedaboratory To help detectsuchattacks,
the CODESSEALapproachmakesuseof a combinationof
compilerdirectedencryptionand supportinghardwarethat
maintainsandchecksstructuralinformationaswell asdata

integrity.

The CODESSEAL framewvork hastwo main compo-
nents: (1) static veri cation and(2) dynamicveri cation.
Static integrity and control o w information are embed-
dedinto the executableduring compilation. The security
moduleis responsibldor applyingthe securitytechniques
suchasencryptionhashing.The staticveri cation module
checksthe overall integrity of the executableandsignature
[10]. Upon successthe executableis launchedand each

block is dynamicallyveri ed in the supportinghardware,
in this caserecon gurablelogic (FPGA)thatis itself pro-
grammedo provide this support.The dynamicveri cation

moduleis responsibldor preventingrun-timeattacksonthe
program. The dynamicveri cation modulehastwo func-
tions: (1) checkthat codeand datablocks have not been
modi ed atrun-timeby anattaclerand(2) assertegal con-
trol o w in the program.Any changesnadeto the control
o w graphof the programis consideredquivalentto code
tamperingfollowing which the programis halted.

The CODESSEALhardwarearchitectureés shovnin the
Figurel. Oneadwantageof usingan FPGAis thatthe se-
curity mechanismsndcryptographialgorithmscanbere-
programmedsthey changepr evencustomizedo eachap-
plication. The FPGAIs placedbetweernthe main memory
andthe cachethatis closesto the mainmemory(eitherL1
or L2, dependingnthesystem)(Figur®). Theinstructions
anddataareloadedinto the FPGA in blocks. Decryption
andothersecurity-relatec¢heckssuchascontrol o w ver
i cation are performedin the FPGA. Thus, the decrypted
codeanddataarevisible only insidethe chip, therebyde-
featinganattaclerwhosniffs theaddress/datinesbetween
processoandmemory

CODESSEALprovidesseveral securitymechanismso
protectagainstEED attacks.Thesemechanism#cludein-
structionand dataencryption,instructionhashing,control
o w protectionusing hardware stack,all of which protect
the systemfrom the sophisticatedattaclerswho have ac-
cesgo the hardwareof the system. CODESSEALstartsby
fully encryptingeachexecutableat compiletime with the
assumptionthatdecryptionwill be performedby the FPGA
atruntime.CODESSEALalsoassumethatkeysareloaded
into the FPGA securelyeitheroncein a securdocationor
atruntimeusinga securdoad of the FPGAs con guration.
Thecompileralsogenerates hashfor eachcodeblock. As
pointedout in [11], the hashmaintainscodeintegrity and
encryptionprotectsagainstossof intellectualproperty In-
structionanddatablock hashegusingSHA-1, for example)
are maintainedinside the FPGA or with the basicblocks
andveri ed eachtime a new block is loaded. If the com-
putedhashdoesnot matchthe storedhash the processois
halted.However, neithertechniquepreventsstructuralcon-
trol o w) attacks.

Thecontrol- ow veri cation is providedusinghardware
stack. A replicaof hardware stackis implementedn the
FPGAwhich storeghereturnaddres®f eachfunctioncall.
On eachfunction return, the return addressis compared
with the top of the stack. This assureghat the function
is returningto the correctpositionin the control ow. By
usingadditionalhardwareto verify the programat runtime,



Figure 1. CODESSEAL with Region-Based Security

Figure 2. Hardware design - FPGA in between Processor Core and Main Memory



addingadditionalcodeto theexecutablecanbe avoidedand
thuspreventingcodeanalysisattacks.

Encryptionis also performedon the datato protectthe
systemfrom attackssuchasbuffer over ow anddatama-
nipulation. In this mechanismthe datastoredin the mem-
oryis alwaysencryptedandsigned.This makesit harderfor
theattaclerto changahedatato altertheexecution.When-
everdatais written backto thememorythe FPGAencrypts
andsendsbackthe datato the memory Whena datablock
is readfrom thememory the FPGAdecryptsandcompares
the hashof the block. If the block doesnt matchits hash,
theexecutionwill behalted.

Thus, CODESSEAL provides dataand instructionen-
cryption, instruction hashingand control o w protection
security mechanismswhich focus on protectingdifferent
kinds of vulnerabilities. However, thesetechniquescarry
a signi cant overhead.Someof the overheadcanbe miti-
gatedusinghardwaretechniquesuchaspipeliningandby
usingalargecachdan the FPGA.Evenso,thereis still some
overheadincurredwhen blocks are decryptedfor the rst
time, or whene&erblocksarere-loaded.Thepurposeof this
paperis to explore a softwareapproacho lower this over
head,usingcompilerdirectedregion-basedecurity

3 RegionBasedSecurity

We proposeRegion-BasedSecurity a compilerdriven
approachthat combinesrisk-analysisand selectve protec-
tionto helpreduceheoverheadn encryptedxecutionplat-
forms. The key ideais thateachblock of codemay be as-
sessedor its vulnerability, following which protectionis
appliedselectvely. For example,variabledeclarationand
mathematicabperationsare reportedlynot as susceptible
ascontrolor datainstructions.Hence it makessensdo ac-
cordthesemore susceptiblénstructionsa higherdegreeof
protection. We contrastthis new approachwith the stan-
dardencrypted-gecutionapproactof protectingthe entire
executable.

We add a risk analysismoduleto the compiler This
moduleis responsibldor assessintherisk inherentin each
block of code.Notethatour paperdoesnot focuson novel
risk analysistechniqueswe assumehat ary risk-analysis
module can be used. Several static risk analyzersare in
usetoday someof which have beencommerciallysuccess-
ful. After analyzingthe vulnerabilities,the moduleassigns
differentrisks to differentinstructions. It maintainsa list
of known vulnerablefunctionsandbasedon the risks pre-
sentedby the functions,eachis associatedvith a different
risk level.

The proposedRBS mechanisnusesfour differentrisk
levels: "Low', "High', "Undecided'and "Neutral'. In this
schemeisk levels "High' and ‘Low' are assignedo in-
structionsbasedon how static-analzyersatethe functions
theseinstructionswere compiledfrom. The “Neutral' risk
level is assignedo instructionssuch as declarationsand
mathematicabperationsvhich donotposemuchof athreat
basedon known attacks. Therisk level “Undecided'is as-
signedto ary instructionfor which risk level cannotbe de-
terminedby therisk analysisalogrithm.

As mentioned, static analysisof sourcecode is per
formedto nd thevulnerabilities. The Risk Analyzermod-
ule identi es vulnerabilities,for example,in library func-
tionssuchasstrcpy(), memcyy(), or sprintf(). This module
is insertedafter the parsemrmoduleof the compiler (Figure
1). Duringtheanalysisof theparseree,if themodule nds
atreenodewhich usesoneof theseknown vulnerablefunc-
tions, the module nds the risk level associatedvith this
functionandassignghetreenodewith therisk level. This
modi ed parsetreewith therisk levelsis passedn to the
semanticanalyzer The semanticanalyzermodule gener
atesanintermediatdRepresentatio(iR) with theassociated
risks. This IR is sentto the codeoptimizermodulewhich
generateshe optimizedIR with correspondingisk levels.
Then,theassembletakesin theoptimizedIR with therisks
andproducesa le with therisks associateavith eachas-
semblyinstruction.This le is passedothe CODESSEAL
framawork for assigningegionswith risks. Notethatall the
instructionsin afunctionareassignedarisk level no higher
thanthe risk level assignedo the function. We point out
thatseveralothertypesof vulnerablepatternsarepresented
in[9, 7,13, 14, 2,6]. Thesddeascaneasilybeincorporated
in our approachasalternatve typesof risk analysis.

The Region Risk Allocator moduleis responsiblefor
breaking the code into different regions and assigning
risks to theseregions basedon the instruction-level risk
valuesidenti ed earlier This moduleis placedin the
CODESSEALframework (Figurel) atthe beginningof the
tool chain,sothattheregionscanbeassignedvith therisks.
Thentheframavork candecidewhich securitytechniquds
bestsuitedto protectagainstthe risk presentedy the re-
gion. A mappingbetweerrisk level andthe securitymech-
anismis made enablingthe framework to choosethetech-
nigueshbasedntherisk levels. Thesecuritymoduleapplies
thesetechniquesandembedsgherisk level in to theregion
sothatthe staticandthe dynamicveri cation modulescan
checkthe validity of theregion basedon therisk level em-
beddedhere.

Theregionsin RBSarethebasicblocksgeneratedy the
baclendof the compiler Theregionrisk allocatorconser



vatively assignsachbasicblock with the highestrisk level
of theinstructionsin thatblock. After eachbasicblock has
arisk level assignedthe securitymoduleappliesthe secu-
rity mechanisntorrespondingo therisk level. It alsoem-
bedstherisk level in the basicblock so thatthe staticand
dynamicveri cation modulescanextracttherisk level and
validatethebasicblock.

4 Results

We now describeour experimentalsetup. We usedthe
SimpleScalaB.0 architecturesimulatorcon gured for the
ARM Processo(ARM1020E core, 400 MHz). The gcc
V3.3 ARM crosscompilerwasusedfor staticcompilation
of the benchmarks.The FPGA chosernwas modeledafter
theVirtex-1l XC2V800(200MHz, 3 MB memory).32byte
cachesvereusedthatrunwrite-throughandLRU Replace-
ment policies. The main memory parametersvere: 100
Mhz, with 24 processorcyclesdelayfor rst time access
and4 cyclesfor subsequerdccessesBranchpredictionin
SimpleScalawasturnedoff andthe FPGA was calledon
everyinstructionor datacachemiss.

Encryptionwas performedusing an implementationof
the AES algorithmthat operateson 128-bitblockswith 40
processocyclesdelayperblock. We usedanimplementa-
tion of SHA-1 hashingthat takes 164 processoryclesfor
the hashcalculationand two cyclesfor hashcomparison.
The hashesare storedin eachblock or in the FPGA. The
FPGA performshashveri cation aseachblock loads. The
risk levels are storedin the basicblock and the mapping
tableis storedin the FPGA. Following anL1 cachemiss,
whenablockis broughtin, the block's hashveri cation is
performed. This involvesthreesteps: (1) the hashof the
block is calculated,(2) the correspondingblock's hashis
fetchedfrom eitherthe FPGA memoryor from basicblock
itself, and(3) thetwo hashesarecompared.

The experimentsuseda databasef functionsandtheir
risk levels. The table 2 givesthe risk level and the cor
respondingsecurity mechanismused. All the three ap-
proachesassign Instruction Encryption and Hashing for
“Low' risk basicblocks;andInstructionEngyrption, Hash-
ing and Control Flow protectionusing hardware stackfor
the basic blocks with risk level "High'. “Neutral' basic
blocksin the threeapproachesire not assignedary secu-
rity mechanisnbecausehey areconsiderecharmlessThe
risk level "Undecidedin the rst approachs consenratively
assignedll the securitymechanism:nstructionand Data
Encryption,InstructionandDataHashingandControl Flow
Protectioretc. In thesecondandthird approacheshe "Un-
decided'basicblocksareassignedhe samesecuritymech-
anismas’Low' and High' risk level respectrely.

The benchmarksuitesusedin the experimentare DIS
and Media. All the benchmarksare run through the
CODESSEALframevork with Region BasedSecurityen-
abled. The table 1 gives the numberof regions (basic
blocks) executedfor eachdifferentrisk level. The table
shaws the penaltieswhenrunning differentschemes.The
gure 3 presentsheeffectivenesof RBSin decreasinghe
numberof basicblocksthatneedsecurity Thecomparisons
aremadeagainsta baselinewith no protection. A discus-
sionof theseresultsis presentedn the next section.

Theresultspresentedh thepaperevaluatetheef ciency
of the Reggion BasedSchemeon two metrics: the num-
ber of basicblocksthat needprotectionandthe execution
penalty (overhead). A decreasen the numberof blocks
needingprotectionwill decreas¢he executiontime, power
consumptiorand memoryusageof the embeddedystem.
The gure 3 givesthe decreasén numberof basicblocks
thatarevulnerable.The RBS mechanisndecreasesulner
ableblocksby 11%to 24 %. The decreases dueto the
recognitionof somebasicblocks as no-threatregionsi.e.
theseregionsdonot poseary threatandhencecanbesafely
assumedo requireno protection.

Thetable1 shaws the ef ciency of the RBS schemen
identifyingthedifferentthreatregions.Basednthevulner
ability of functionsandtheirrisk levels,everyinstructionin
the programis assigned risk level. Whenthe programis
dividedinto basicblocks,the maximumrisk of theinstruc-
tion in theregion becomegheregion'srisk level. In all the
benchmarksa considerablenumberof basicblocks have
risk level "Neutral'. Theseposeno threat. Thereis alsoa
considerableumberof basicblockswith risk level "High'.
Most of the functionsthe benchmarksise,suchas le op-
erationsand IO operationsare all assignedhe risk level
"High' and hencethe large number The “Undecided're-
gionsalsosharea major partof the basicblocks. Sincethe
systemcannotassesshe vulnerabilitiesof theseregions,
threedifferentapproachefiave beenchosen. As the risk
level is uncertain,oneapproachconseratively choosesll
the securitymechanismsn orderto protectagainstall at-
tacks. Secondapproactchooseghe samesecuritymecha-
nismasthe "Low' risk level in anassumptiorthat'Unde-
cided' risk level may not be needmore protectionthanthe
low risk level basicblocks. Thisassumptioimaybeunreal-
istic andhencea third approachs designedhatassignghe
samesecuritymechanismasthe'High' risk level assuming
that’Undecidedblocksareasvulnerableasthe "High' risk
level basicblocks. Thetable 2 presenta samplemapping
betweerrisk levels and securitymechanisms Approachl
assignall the schemesgo "Undecided'risk level, Approach
Il employstheLow' securitymechanisnandApproachill



Figure 3. Decrease in Basic

Bloc ks requiring security

Unique Basic Number of BasicBlockswith Risks
Benchmark Blocks Executed | Undecided | Neutral | Low | High
Bitcount 1451 431 105 0 915
Crc 1190 485 65 2 638
Dijkstra 1381 467 68 2 844
FFT 1700 454 411 1 835
Patricia 2270 454 164 5 1647
SHA 1238 517 71 4 646
StringSearch 899 410 78 0 411
Susan 1464 448 277 15 723
Field 1481 480 104 0 897
Pointer 1464 497 129 0 838
Transitve Closure | 1359 487 109 0 763
Update 1389 483 106 0 800

Table 1. Number of Unique Basic Bloc ks executed for each risk level

Security Mechanism

Risk Level | Approachl Approachll Approachlil

Undecided | All Schemes EncryptionandHashing | EncryptionandHashing
ControlFlow Protection

Neutral - - -

Low EncryptionandHashing | EncryptionandHashing | EncryptionandHashing

High EncryptionandHashing,| EncryptionandHashing,| EncryptionandHashing,

ControlFlow Protection

ControlFlow Protection

ControlFlow Protection

Table 2. Mapping between

risk levels and security

mechanisms




Benchmark Entir e System | Approachl | Approachll | Approachlll
Bitcount 1.62 1.50 1.02 1.49
Crc 12.00 11.34 6.45 11.34
Dijkstra 17.59 6.52 0.71 0.88
FFT 24.73 8.84 2.35 3.46
Patricia 13.86 6.38 3.67 4.59
SHA 0.31 0.27 0.17 0.24
String Search 10.78 7.25 3.89 4.66
Susan 4.79 2.09 0.97 0.99
Field 1.08 0.61 0.27 0.41
Pointer 24.3 9.75 1.57 2.39
Transitve Closure | 432.12 154.94 0.12 0.14
Update 31.65 14.33 3.82 5.33

Table 3. Execution Penalties

employsthe High' securitymechanisnfior the Undecided'
risk level. These Undecided'instructionsaregeneratedy
the loader module of the compiler on which the system
doesnothave control. In thefuture,theloaderwill bemod-

i ed to assigrrisk levelsto ary instructionthatit generates.
This would decreas¢he numberof regionswith risk level
“Undecided'andcouldfurtherdecreas¢éhe overhead.

The table 3 presentghe resultsof the threeapproaches
presentedn thetable2. In the 'Entire System'approach,
the entire systemis protectedby all schemesmplemented
in CODESSEAL.The penalitiesare calculatedover the
baselineexecutionwithout any securityprotection.Apply-
ing protectionto entire systemhasthe highestoverhead.
The resultsindicatethat applying all the schemesdor the
“Undecided'risk level (Approachl) hasa high overhead
overthe othertwo approachesApproachl employs all the
securitymechanisnfor the "Undecided'risk level andthis
increasedhe overhead. An unusualpenaltyincreasecan
be seenin the transtive closurebenchmark.The reasonis
dueto the applicationof dataencryptionanddatahashing
mechanisnon the largeamountof datausedby this bench-
mark. This increaseis not seenin the other approaches
asthey don't use datasecurity mechanisms.Hence,the
overheacdtanbe controlledby changingthe securitymech-
anisms. Approachll haslower overheadthan Approach
[, asthesecuritymechanisnappliedfor "Undecided'risk
level in Approachll producedower overheacbut alsopro-
videslower protection.A considerabl@amountof decrease
in overheaccanbeseenwhenRBSschemes adoptedn the
threeapproachesTheRBSschemeslecreasetheoverhead
considerablywhen comparedto applying all the schemes
and at the sametime providing the samelevel of secu-
rity. Differentapproacheproducedifferentoverheadsthis
givesthe desingneia choice- if onewantsto decrease¢he
overheadpnecanwealenthe securityandvice versa.

of three approaches over baseline .

The resultspresentedn the papershav that RBS is ef-
fective asanapproachandbecausét is complementaryo
the actualsecuritymechanismscanbe implementedasan
independentompilermodule. An RBS optimizationalso
leadsto lower power consumptiorandmemoryusagepoth
valuableresourcesn embeddedystems.

5 Conclusionand Futur e Work

Region BasedSecurity(RBS)is acompilerleveltool for
encryptedexecution plaformsthat allows careful tradeof
of securityand performance. The approachusesthe out-
put of well-known risk-assessingtaticanalysismethodgo
selectvely apply a suite of securitytechniqueghat match
risk-level with the strengthof the securitytechnique. We
incorporatedRBS into the CODESSEAL framavork and
usedbenchmarkso evaluatethe effectivenesof RBS. Ex-
perimentalresultsshov a considerabledecreasen over
head. Futureresearchwork will focus on incorporating
a wider variety of risk analysis,incorporatingassessments
from multiple staticanalysistools.
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