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1 Generalized Euclidean Algorithm to Determine Inverse inz,,

Recall the euclidean algorithm. For example, recall its use to detemmilig9, 551).

As the gcd ofr9 and551 is 1, 79 is invertiblemodulo 551. In fact, the euclidean algorithm can be reversed as follows
to determine the inverse, by keeping a record of the quotient.
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Now reverse direction and compute an extra fairt) := (¢,s — t * g;).

i a b | ¢ S t
0|551|79| 6 | 39 | -38-(39)6 =-272
1|79 | 77| 1 |-38| 1-(-38)(1)=39
2| 77| 2138 1 0-(1)(38) =-38
3| 2 1] 2 0 1

41 1 0

What you've found is the numbersandt such thatsa 4+ tb = 1. Thus39 x 551 + (—272) x 79 = 1, and
(—272) x 79 = 1 mod 551, 0r279 x 79 = 1 mod 551, and79~! mod 551 = 279.
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gcdand.inverse(m, nj* m > n */
(a,b) := (m,n) /* Initialize */

1 = 0; I* Keep track of all quotients */
while (b # 0)

{

@i == | #]/* Rememberi" quotient */

(a,b) := (b,a mod b) I* Reduce problem */
i :=i+1 /* Increment count */

}

i :=i-1; /* Now i reflects the number of g's because the last valugddes not correspond togd/
/* Now go back up loop to determine inverse */

(s,t) := (0,1) /* Initialize */

i:=i-1/*Updatei*/

while (@ > 0)
{
(s,t) == (t,s —t x q;)
i=i-1
}

return(a, (s,t))

Example: Use the generalized euclidean algorithm to determine the inveterabd 75.

i | a b | q;
0| 75|28 2
1128|119 1
2119 9 | 2
319 119
41110
Now reverse direction.
il a | b |q s‘ t
07528 2| 3| -2-(3)(2)=-8
11281191 |-2|1-(-2(1)=3
211919 |2 |1 0(D2=-2
31911190 1
41 1|0

Thus3 x 75 + (—8) x 28 = 1, and(—8) x 28 = 1 mod 75, or 67 x 28 = 1 mod 75, and28~! mod 75 = 67.
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2 Fast Modular Exponentiation

Consider how one might comput€® mod m for large values of, k& andm. If one actually performed — 1
multiplications:x x x x ... X z, that could be a large number of multiplications. On the other hand, one might use the
square-and-multiply rule which is considerably more efficient.

Let’'s consider an example with small enough numbers to compute results byHamdod 17.

513 mod 17 = ((5%)?)? x (5%)? x 5
which involves only 5 multiplications instead of 12. Or another example:
5% mod 17 = ((5%)%)% x (5%)? x 5% x 5
which involves 6 multiplications.

This can be formalized as follows:

exponentiation(x, b, mf¥ z® mod m*/
z:=1

*b; = it bit in binary representation af/

fori =1—1downto 0
2 =22 modn
ifb,=12z:=2xxzmodn
endfor

return(z)

Example: 5°! mod 7.

51 = 110011
7 bz Zfirst Zsecond
511 1 5
4|1 |25mod7=4|20mod7="6
3|0 1 1
2|0 1 1
111 1 5
0|1 4 6
Example: 7%° mod 11
29 = 11101
{ b’L Zfirst Zsecond
4|1 1 7
3|1 5 2
211 4 6
10 3 3
0|1 9 8




