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In this module, we attempt to look at the similarities between the affine and shift ciphers using the notion of
a group

1 AGroup

Definition 2: A groupis a setz with an associated operatiensuch that the following hold:

e Closure
G is closed under the operation, ie.y € G = zoy € G.

e Associativity
The operation is associative, i oy) oz =z o (y ¢ 2)

e |dentity
There is an elemenrte G such thatr ¢ ¢ = e ¢ 2 = 2. The element is known as thedentity

e Inverses exist
Every element has an inverseGhi.e.Vg € G, 35 € Gsuchthagog=gog=ce.

Notice that the operation is very much like addition, however, it is not always commutative. Examples of a
group include R, the real numbers, with addition as the operati@nthe rational numbers with addition as

the operationZ the integers, with addition as the operati@y,{0} (the real numbers without the numtgr

under multiplication;n x m matrices for any integers, n, under addition; any vector space under vector
addition (including, for example, the integer lattice); the compi€xroots of one under multiplication. All

the above examples aabeliangroups, that is the operatiens also commutativea(c b = b ¢ a). The set of
invertiblen x n matrices is a non-abelian group under multiplication.

2 An Example

To see thak with ¢ = + is a group, we check each of the requirements of a group:
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e Closure
Supposer, y € R, i.e. z andy are real numbers. Their sum+ y is also real, i.ex + y € R. Hence
the closure condition holds.

e Associativity
Addition is associative, i.gx + y) + z = © + (y + z) S0 associativity holds.

e Identity
Consider the elemeifit 0 € R, andz + 0 = 0 4+ = = z. Hence the identity exists.

e Inverses exist
Given r € R, considerr = —r. Itis a member ofR too, andr o r = (—r) + r = 0 = e. Hence
inverses exist.

You should similarly show that the other examples above are groups.

3 Z,, as agroup under additionmod m

An example of a group is the set of remaindetsd m, Z,, = {0, 1,...m — 1} under additionnodulo m.
Fora,b € Z,,,aob= (a+b) MOD m.

To see that it is a group, we check each of the requirements of a group:

e Closure
Supposer,y € Z,. Their sumz +y MOD m is also inZ,,. Hence the closure condition holds.

e Associativity
Addition over the integers is associative, i+ y) + 2 = = + (y + z), and hence it is also associative
modulo m, and so associativity holds.

e Identity
Consider the elemertt € Z,,,, andz + 0 MOD m = 0+ x MOD m = x MOD m. Hence the
identity exists.

e |nverses exist
Givenx € Z,,, considerz = m — x MOD m. Itis a member o#,,, andz o x = m MOD m =
0 MOD m = e. Hence inverses exist.

The shift cipher now is as follows:
CK - Zm — Zm
ex(g) =go K

di : Loy, — Lon,
dr(g) =go K
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4 7., as a group under multiplication mod m?
Consider the set of remainders modulo m undeittiplication Is this a group?

e Closure
Supposer,y € Z,,. Their producty x y MOD m is also inZ,,. Hence the closure condition holds.

e Associativity
Multiplication over the integers is associative, i@ x y) x z = z X (y x z), and hence it is also
associativenodulo m, and so associativity holds.

e Identity
Consider the element € Z,,, andz x 1 MOD m =1 x x MOD m = x MOD m. Hence the
identity exists.

e Inverses?
Givenz € Z,,,  is thatinteger) < z < m, such thattz = 1. Such a value does not always exist.

If it were a group, the affine cipher fér= 0 could be expressed as:

eK:Zm_’Zm

ex(g) =go K
di i Loy, — Loy,
di(g) =go K

whereo is multiplication M OD m.

5 When doesr € Z,, have a multiplicative inverse?

Consider the encryption function:
f i Zog — Zog

f(z) =32 MOD 26

Its inverseg would be such that
g : Lo — Lo

3g(x) =2 MOD 26
We have seen thgt(x) # £ because that might not always be an elemeft.gf However, as mentioned by

one of the students in class, maybe we could get an eleméigiif we added multiples 026 to = before
dividing by 3.

For example, ift = 10, f(z) = 30 MOD 26 = 4, andg(4) # 3. However,g(4) = 2425 = 10.
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We use the same idea when determining & Z,,, has a multiplicative inverse. if has an inverse, we denote
itasz. Then:
T =1MODm

and .
However,3 k € Z such that
xT =1+ mk
and ) %
=" yroDm

This idea leads to the following more formal statement.

Theorem z is invertiblemodulo m ifand only if 3 a, b € Z such thatiz + bm = 1.

Proof: We need to show that exists < Ja, b € Z s.t. ax + bm = 1.

=
T exists
=3% € Zy st.xz=1MOD m
=3z, k € Zst.zx=14+km
=3z, k € Zst.zx —km=1
=da==T € Z, andb=—-k € Zst.ar+bm=1
<~

da, b € Zst.axr+bm=1
= Ja, b € Zst.(a MOD m)x + Imz + bm = 1(where a = (a MOD m) + Im)
= 3z = (a MOD m) € Z, st.Tx =1 MOD m



